Self-Stabilization of the Alternating-Bit Protocol

Yehuda Afek*

Abstract

The Alternating-Bit protocol is a fundamental
protocol for transmitting data across an unreliable
transmission medium; however, the reliability of the
protocol depends upon its initial state. We present
a self-stabilizing version of the Alternating-Bit pro-
tocol, i.e., the system will converge to a state that
guarantees reliable data transmission regardless of
its initial state.

1 Introduction

The Alternating-Bit protocol is a fundamental protocol for
reliably transferring data between a transmitter and a re-
ceiver across an unreliable transmission medium [3,11]. The
reliable transmission of data by the Alternating Bit protocol
requires that the transmitter, the receiver, and the commu-
nication medium remain tightly synchronized. In the event
that synchronization is lost, it might never be recovered. We
present a variant of the Alternating-Bit protocol that is self-
stabilizing [4,5], i.e. the system is guaranteed to eventually
resynchronize regardless of its initial state.

The Alternating Bit protocol is a special case of the
sliding-window protocol [12,2]. Gouda and Multari have de-
veloped a self-stabilizing sliding window protocol (and hence
an alternating-bit protocol) [6]. Their protocol requires the
use of unbounded sequence-numbers which would result in
an unbounded message size. Yet, they have proved that it
is impossible to develop a self-stabilizing version of the slid-
ing window protocol that uses bounded sequence-numbers
and deterministic finite state transmitter and receiver. Our
protocol is self-stabilizing, deterministic, and uses bounded
sequence-numbers; however, it requires the transmitter to
generate an infinite aperiodic sequence of numbers.
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The design of data-link protocols under weaker failure
model, but stronger safety conditions were considered by
Baratz, and Segall, and by Lynch, Mansour and Fekete. In
[2] Baratz and Segall conjectured and in [10] Lynch, Mansour
and Fekete proved that it is impossible to design a reliable
data-link protocol that tolerates host crashes without losing
even one message. During the recovery period of our pro-
tocols, a small number of messages might be lost. However
the system is guaranteed to eventually converge to a reliable
operation.

This paper is organized as follows. The system model and
problem statement are presented in Section 2. In Section 3
we present our protocol and, in Section 4, demonstrate that
it is self-stabilizing. We discuss practical applications of our
protocol and possible extensions In Section 5.

2 Model

The purpose of a data link protocol is to reliably transmit
messages from one end of an error prone communication me-
dia to the other end [3,1,2]. By reliably we mean that mes-
sages arrive error free, without duplication or loss, and in
the order sent.

The system consists of two processors, the transmitter T
and the receiver R, connected by two directed links oriented
in opposing directions. Messages transmitted over the links
may be lost!; however, those that are not lost arrive error
free and in the order sent (FIFO). Although timeouts may
be used by the protocol, no bound on the transmission delay
is assumed.

The transmitter and the receiver are deterministic finite
state machines with access to a choose oracle. The transmit-
ter T is connected to a read-only input tape with an infinite
sequence I = (Dy, Dy,...) of data elements. T reads these
data elements one at a time and tries to transmit them to
the receiver R over the transmission media. R must write

!Message corruption is treated as message loss by assuming the use
of error detecting codes.
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these data elements onto a write-only output tape O.

The system is subject to transient errors at arbitrary
times (e.g. host crashes). After a transient error the trans-
mitter, receiver, oracle, and links are in arbitrary states. To
model long periods of time during which all components op-
erate without errors, we assume that eventually, after an ar-
bitrary number of errors the transmitter, receiver and links
enter a last operational interval (in which there are no errors)
that is infinitely long. The last operational interval consists
of two periods, a convergence period, and an infinitely long
stable period, called the final interval.

The goal is to design a protocol such that, (a) stabi-
lization: the convergence period is finite, (b) safety: the
sequence of data elements written in O during the final in-
terval is always a prefix of the sequence of data elements
read from I during the final interval, and (c) liveness: In the
final interval it is always true that within a finite time one
more data element will be written to the output tape.

3 A Generic Data-Link Protocol

Our protocol alternates between at least three sequence-
numbers, instead of two sequence-numbers as in the stan-
dard Alternating Bit protocol [3]. Furthermore, the series of
sequence-numbers selected by the protocol is aperiodic.

The generic data link protocol, called Protocol G, is given
in Figure 1. The function tape-read returns the value of the
input tape at the current head location. ¥ is the set of
sequence-numbers used by the protocol and choose(X/B) is
a function that selects one element from the set £ — B. The
protocol works as follows: The transmitter and the receiver,
each hold a sequence number. Initially the sequence numbers
held by the transmitter and the receiver are different. To
transmit the current message from the input tape to the
output tape the transmitter tags the message with its current
sequence number and sends it periodically to the receiver
until it receives an acknowledgment from the receiver with its
current sequence number. The receiver writes to its output
tape any message with a sequence number different than
its own. The transmitter may, at any time, retransmit its
current message (e.g. due to a time-out).

The behavior of Protocol G depends on the specification
of the choose(X) function. In Section 4 we show that if the
sequence of numbers returned by choose during the execu-
tion of the protocol is aperiodic (e.g. the sequence of digits
representing an irrational number), then the protocol is self-
stabilizing. Note that if £ = {0; 1} then Protocol G is the
standard Alternating Bit protocol.

The safety and liveness properties of Protocol G with
¥ = {0; 1} and no failures are essentially proved in [9,1,8,7].
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Transmitter

Initially: B ="0";

Tape head at beginning of tape;

TRANSITIONS:
1: Time-out: C := tape-read;
Send (C, B);

2: Receive ACK(D):
if D=8
then B := choose(X/B);
Move tape head one location;
C := tape-read;
Send (C, B);

Recetver

Initially: A="1;

TRANSITIONS:
3: Receive(M,E):
ifA#£FE
then A := E;
Write M to
output tape;
Send ACK(A);

Figure 1: Data Link Protocol G

In the following two sections we will sketch the proof that
Protocol G is a self-stabilizing data link protocol if [£] > 2.

4 Properties of Protocol G

Since protocol G does not use any properties of the data
elements (in contrast to [1]) the state of the processors and
the channels will be represented by the sequence-numbers on
them (leaving out the data elements). The state of the trans-
mitter is represented by the value of its current sequence
number, B, and the state of the receiver by the value of its
current sequence number, A. Thus the number of states of
each is = |X|.

The state of the T — R link is denoted by 5,4, ... 8,,
Bi € Ej¢, and the state of the R — T link: oqa; ... ap,
a; € Eje. The system state s is the concatenation of the
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states of the processors and the links:

s = Bl . BulAlaros ... 0. We condense the system
state s into system state C'S(s) by first treating it as one
long string of sequence-numbers: BB1f; ... BrAcias ... am
and second by replacing each maximal contiguous segment
of equal sequence-numbers by one instance of that sequence-
number (e.g., if s = 2|222000 1[1|1 11 then CS(s) =
201).

The transition function 6 : S — §, where S is the state
space, has five types of transitions (61,8, 63, 84, and &5) rep-
resenting the following five possible actions: (1) retransmit-
ting a message by the transmitter, (2) receiving an acknowl-
edgment by the transmitter followed by sending a message
by the transmitter, (3) receiving a message by the receiver
followed by sending an acknowledgment by the receiver, (4)
losing a message on the T — R channel, and (5) losing an
acknowledgment on the R — T channel. More precisely:

O

v: BBy ... BulAley ..oy —
Bi|BB; ... BulAley ... am

b B|Bi...BulAlar ... am —
B'\B'By...B|Alea ... omq where B =B’
iff o # B

(53 : B|ﬂ1...ﬂn|A|a1...am —
BlB: .. Bu-1|BalBrc . .

54C B|ﬂ1.<.ﬂn|A|a1...am —

B|ﬂ1 o Bici B - --ﬂn|A|01 ce Qo
(55 . Blﬂl ‘..ﬂ,.|A|a1 e Oy —
Blﬂl .- 'ﬂnlA‘al NP e 2E e I

With each state s of the system we associate a length
function I(s) = |CS(s)], i.e., the number of different blocks of
identical sequence-numbers in the system. The Rank func-
tion is defined similarly:

I(s) +1 if first(s) = last(s)
I(s) otherwise

Rank(s) = {

Note that under normal conditions, without failures or
erroneous transitions, the system should be all the times
at a state s, such that Rank(s) = 2. To prove that the

protocol self-stabilizes we will show that the rank function
is decreasing with time until Rank(s) = 2.

4.1 Self-Stabilization with Infinite Aperi-

odic Sequences

In this section we show that a deterministic version of the
protocol will stabilize to correct operation if repeated calls
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to choose return an aperiodic sequence of sequence-numbers,
ap. The sequence ap is aperiodic iff:

~(3N, B :N>0 A Best:ap=aay---anf)

Theorem 1 If Rank(s) > 2 and choose returns an aperi-
odic sequence of sequence-numbers, then Rank(s) is eventu-
ally reduced.

Proof: Consider the mapping between compact states,
CS(s) to CS(6;(s)), which is defined by applying transitions
6,1=1, 2,3, 4, 5 on state s.

6y CS is left unaltered.

8y: If the first and last elements of C'S are different, then 6,
leaves C'S unaltered, otherwise §, adds a new element
to C'S and, possibly, deletes the original first or last
element.

8345 Either leave C'S unaltered, or remove an element other
than the first.

It is straightforward to show that if Rank(s) > 2, then C'S
must eventually be altered. The effect of each transition that
modifies C'S can be modelled by one or more of the following
actions.

a;: Delete the last element of CS.
ay: Delete an element from the middle of CS.
az: If the first and last elements of CS are the same, add a

new first element.

None of these three actions can increase Rank and a, is
guaranteed to reduce Rank. Thus, we consider only execu-
tions of actions a; and as.

Suppose that the system has reached state s such that:
CS(s) = momy - - - mpmo

If the next sequence-number m; added via az is different
than m,, then the system will reach state s’ where

CS(s') = mymomyq + - - Mip_y m; # m,

via the following sequence of actions

as a1
Moy * -+ MpMy — MMMy« My — m;moemny - My



hence reducing Rank (Rank(s) = n+3 A Rank(s') < n+2).
Thus, the only way in which Rank will not eventually be
reduced is if each new sequence number that is added to the
head of C'S(s) is equal to the next to last sequence number
in CS(s) (i.e. m; = m,). But if each new sequence number
that is added equals the next to last sequence number then
the sequence of sequence-numbers generated by Choose has
the form

(mnmn—l te mo)m

which violates our assumnption that ap is aperiodic. g

5 Discussion

Our protocol requires that the transmitter generate an infi-
nite aperiodic sequence of numbers. Such a sequence is easy
to generate, for example, the sequence cacabcabacababe. ..
has the required property. However, generating this sequence
requires an infinite state sender. In practice, an infinite se-
quence will not be required. Whenever a bound + is given on
the number of messages that can simultaneously be in tran-
sit, the protocol can be used with a sequence of numbers ap
whose period is larger than v i.e.:

~(3N, ﬁE257:N>0:ap:a102-~-a}vﬁ°°)

Although the sequence given above satisfies the aperi-
odicity requirement for stabilization, it may not have the
best convergence properties. An alternative implementa-
tion of our protocol uses a random sequence. Under the
assumption that the system starts in an initial state s where
Rank(s) = 1, it is possible to show that the system will have
the following expected stabilization time (normalized to the
maximum roundtrip delay in the system).

(—2)(Z -1
-2

We believe that the randomized version of Protocol G is
a good practical solution to the link initialization problem in
many applications. For example: in voice, video, or real time
applications the crash and recovery would result in the loss
of one data point, which in most cases is insignificant in the
overall behavior of the system. Clearly, Protocol G can be
extended to a sliding window protocol with similar properties
by running W copies of Protocol G with W distinct sets of
sequence-numbers.
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